MHOOPMALIMOHHAA NAMATKA
ONA OBYHAKOLUNXCA

C KaxablMm rogom MOJOAEXM B WHTEPHETe CTAaHOBUTbCA Oosiblie, a
WKONbHUKN OAHM M3 CaMbiX aKTUBHbIX MNo/sb3oBaTeneir PyHeta. Mexay Tem,
NOMMMO OIFPOMHOro Koaun4yecrtBa BOBMO)-KHOCTGVI, MHTEPHET HecCeT U I'IpO6I'IEMbI.
3Ta namMsATKa A01KHa NoMoYyb Tebe 6e30nacHO HaxoAMUTbCA B CETU.

KOMMbIOTEPHBIE BUPYCbI

KoMnbloTepHbIA BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrpamMm,
OTANYUTENIbHON 0COHBEHHOCTLIO KOTOPOW ABAAETCA CMOCOBHOCTb K PAa3MHOMKEHMUIO.
B gononHeHue K 3TOMy, BUPYCbl MOMyT NOBPEeAUTb UAM NOAHOCTbIO YHUUYTOMKUTb
Bce Gannbl U AaHHble, MNOAKOHTPOJIbHbIE MONAb30BATENO, OT MMEHW KOTOPOro
6blna 3anyweHa 3apaKeHHas nNporpamMmma, a TaKXe MOoBpeauUTb WKW  paxe
YHUYTOXUTb OMEpPaLMOHHYl0 cucTeMy co Bcemu daitnamm B uenom. B
60NbLIMHCTBE C/Iy4aeB PACcNpPOCTPAHAIOTCA BUPYCbl Yepe3 UHTEPHET.

Memooesl 3aujumel om epedOHOCHbIX NPO2PAMM:

1. V|CI'IOJ'Ib3yi;I coBpeMeHHblIe onepaunoHHble CUCTeMbl, UMelUWHne
CeprBHbe/‘I YPOBEHDb 3alLNTbl OT BPEAOHOCHbIX MPOrpamm;

2. TMocTosHHO YycTaHaBAMBa nayTM (UMdpoBble 3annaTku, KoTopble
aBTOMAaTMYECKM YCTAHAB/AMBAKOTCA C LEeNblo A0paboTKM Nporpammbl) U Apyrue
06HOB/MIEHNA CBOel oOnepauMoHHOM cucTembl. CKauMBaih MX TONbKO C
opuumanbHoro canta paspabortunka OC. EcaM  CywecTBYET  peXum
aBTOMaTUYECKOro 06HOBAEHUA, BK/IOYU €rO;

3. PaboTtahn Ha cBOeM KOMMNblOTEpPe MNog MpaBaMu NOAb30BaTesd, a He
afAMUHUCTPATOpa. 3TO He MO03BOAUT OGO/IBLUMHCTBY BPEAOHOCHBLIX NPOrpamm
WHCTa/IMPOBATLCA Ha TBOEM NMEPCOHA/IbBHOM KOMMbIOTEPE;

4. Wcnonb3yih aHTUBUPYCHble MPOrpaMMHbIe MPOAYKTbl  U3BECTHbIX
npounssoguTenei, c aBTOMaTM4ecKMm obHoBneHnem 6as;

5. OrpaHuyb GpU3MYECKUiA JOCTYN K KOMNbIOTEPY A/1A NOCTOPOHHUX NNLL;

6. Mcnonb3yi BHeWHME HOCUTENM MHPOPMaLUK, Takue Kak dnelka, AUCK
nnu ¢ain U3 MHTEPHETA, TOJIbKO U3 MPOBEPEHHbIX UCTOYHMKOB;

7. He oTKpbiBaii KomnbtoTepHble ¢aiisibl, MOAyYEHHble W3 HeHaZeMKHbIX
WCTOYHMKOB. [axe Te ¢paisibl, KOTOpble NPUCAAN TBOW 3HAKOMbIN. Jlydyllue yTOYHM
Y HEro, oTNpaBAAA N OH Tebe ux.

KI'b MOY «YccypuICKMiA arponpOMBbILLIEHHBIN KONeAXK

CETU WI-FI

Wi-Fi - aTo He BMA, nepeaaum AaHHbIX, HE TEXHONOIUSA, a BCEro Anwb bpeHa,
mapKka. Ewe B 1991 roay HuaepnaHAcKan KOMMaHWA 3apernctpupoana bpeHs
"WECA", uto o0603Hayano cnoBocoyetaHne "Wireless Fidelity", KoTopbii
nepeBoaMTCa Kak "becnpoBogHas TOYHOCTb".

Jo Hawero BpemeHu gowna apyraa abbpesuatypa, KoTopasa sAsasetcA
TaKoM e TexHonormnein. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHMe bblN0 AaHO C
HaMeKOM Ha CTaHZapT BbiClUei 3ByKOoBOM TexHWUKK Hi-Fi, 4To B NnepeBoge 03HayaeT
"BbICOKaA TOYHOCTL".

[a, 6ecnnaTtHbli MHTEPHET-A0CTYN B Kade, oTensix U asponopTax ABAAETCA
OT/INYHOW BO3MOMHOCTbIO BbiXOZa B MHTEPHET. HO MHOrMe sKCnepTbl CYMTAIOT,
yTo 0bwenoctynHble Wi-Fi ceTu He siBnstoTca 6e3onacHbIMU.

Cosemol no besonacHocmu pabomei 8 ob6uedocmynHoix cemsax Wi-fi:

1. He nepepnaBali cBOKO NYHYIO MHbOpMaLMIO Yepes obuweaoctynHblie Wi-Fi
cetn. PaboTan B HUX, }KenaTenbHO He BBOAUTb MApPOM AOCTyNa, IOTMHbI U KaKkue-
TO HOMepQ;

2. Acnonb3yit 1 06HOBAAN aHTUBMPYCHbIE MPorpammbl U BpaHamayep. Tem
CambIM Tbl 06e30MnacuLlb cebs OT 3aKayuku BMPYCa Ha TBOE YCTPOMCTBO;

3. Mpu ncnonbzosaHmm Wi-Fi oTkntoum dyHKumo "O6wmin goctyn K darnam
n npuHTepam". [JaHHaa GYHKUMA 3aKpbITa NO YMOAYAHWIO, OAHAKO HEKoTopble
nonb3oBaTeNIn aKTUBUPYIOT ee AnA ygobcTBa Mcnonb3oBaHuA B pabote wnnam
yuebe;

4. He wucnonb3yit nybaumunoin WI-FI ana nepesaunm AWYHBbIX A3AHHDIX,
Hanpumep 4/1a BbIX04a B COLMA/bHbIE CETU WU B 3/IEKTPOHHYIO MOYTY;

5. Ucnonb3yit ToNbKO 3aluMLLEHHOE coeguHeHue vyepe3 HTTPS, a He HTTP,
T.e. npu Habope Beb-aapeca BBoAn MmeHHO "https://";

6. B mobunbHom TenedpoHe oTKAouM yHKUMO "MoakntoueHne K Wi-Fi
aBTomaTmyecku". He pgonycka aBTOMATMYECKOrO MOAKAOYEHUA YCTPOMCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.



COUUABbHBIE CETU

CoumanbHble ceTM aKTUBHO BXOOAT B HaWwy XW3Hb, MHOrne nroaun pa60Ta+0T
N XKNBYT TaM NOCTOAHHO, a B Facebook y>e 3apernctpuposaH mmnanvapna 4enoBek,
YTO ABNIAETCA O,D,HOﬁ Ce,ﬂ,bMOﬁ BCEX KuUTenen naaHetbl. MHOrMe nosib3oBaTenu He
NMOHMMaAIOT, YTO MHd)OpMaLI,Mﬂ, pasmewieHHaa MU B COLUMAJIbHbIX CETAX, MOXET
6bITb HaVIAEHa M UNCNnosib3oBaHa Kem yrogHo, B TOM 4YuUCne He obAsaTenbHO C
6narnmm HamMmepeHnamm.

OcHoeHble coeembl no bezonacHocmu 8 coyuanbHbIX cemax:

1. OrpaHuyb cnucok gpysei. Y Teba B Apy3bAX HE AOMKHO BbITb CYYaANHbIX
N HE3HAKOMbIX Nt04EN;

2. 3awMuan CBOK YaCTHYH WM3Hb. He yKasbiBalt naponu, TenedoHsbl,
afjpeca, [fOaTy TBOErO POMAEHUA U APYIyi0  JINYHYI0  UHPOopMauumio.
3/10yMbILW/IEHHUKM MOTYT UCNO/Ib30BaTh AaxKe MHGOPMaLMIO O TOM, KaK Tbl 1 TBOU
poANTENUN NAAHUPYETE NPOBECTU KaHUKYbI;

3. 3awmMwal cBOK penyTauuio - AepXKU ee B YMCTOTe W 3adaBaii cebe
BOMPOC: XoTen bbl Tbl, YTOBbI ApPYyrMe NOAb30BaTENMN BUAEM, YTO Thl 3arpyrKaellb?
Moaymali, npexae Yem YTo-To ony6aMKoBaTb, HaNUCcaTb U 3arpy3unTb;

4. Ecnv Tbl rOBOPULLb C NO4bMW, KOTOPbIX HE 3Haellb, HE UCMOb3YI CBOE
peanbHOEe UMSA U APYIYIO NYHYI0 MHOOPMALIMKN: MMA, MECTO KUTEIbCTBA, MECTO
y4yebbl M npoyee;

5. U3berait pasmeweHna ¢otorpaduii B8 MHTEepHeTe, rae Tbl M306parkeH Ha
MECTHOCTH, MO KOTOPOM MOXKHO ONpeae/InTb TBOE MECTOMNO/IOKEHME;

6. Mpu peructpaumMm B COLMaNbHOMW CETM HEeobXo4MMO WCMOAb30BaTb
CNOXHble Naposn, cocToAline M3 BykB U UMdP M C KONMYECTBOM 3HAKOB He
MeHee 8;

7. [Ona coumanbHOW CeTM, MNouTbl M APYrMUX CalUToB Heobxoaumo
MCMO/1b30BaTb pasHble Naposun. Toraa ecnun Tebs B3/1I0MatOT, TO 3/10YMbILLIEHHUKM
noJsly4aT AOCTyn TONbKO K O4HOMY MECTY, a He BO BCE Cpasy.

KI'b MOY «YccypuICKMiA arponpOMBbILLIEHHBIN KONeAXK

SNIEKTPOHHbIE AEHbIN

DNEeKTPOHHbIE AEHbIN - 3TO O4YeHb YAOOHbLIM cnocob nnaTexen, oAHAKO
CYLLLECTBYIOT MOLLUEHHUKM, KOTOPbIE XOTAT MOAYYUTb 3TU AEHbIN.

3ﬂeKTpOHHbIe AeHbrn noABnANCb coBcem HeEOQABHO U MMEHHO M3-3a 3TOIO
BO MHOTUX rocyaapcreax 4o CUX NOpP HE NPONMNCaHO NPO HUX B 3aKOHaXx.

B Poccum xKe OHU GYHKLMOHUPYIOT M O HUX Y3Ke NPONMCaHOo B 3aKOHe, rae ux
pa3genatoT Ha HECKO/IbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIe. PasHuLUa B TOM,
YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTca NpoBoguTb onepaumm bes
nageHTMGUKaUMM  Monb3oBaTeNd, a B HEAHOHWMHbIX  MAEHTUdUKaumA
no/sib3oBaTesa ABAseTCs 0b6a3aTeIbHOM.

TakXe c/neayeT pas/iMyatbh 3/EKTPOHHble ¢uaTHble [AeHbrn  (paBHbI
rocyAapCTBEHHbIM BaOTaM) M 3NEKTPOHHble HeduaTHble AeHbrM (He paBHbI
rocyAapCTBeHHbIM BatOTaMm).

OcHogHble cosembl rno 6e3onacHoli pa6ome C 3/1IEKMPOHHbLIMU deHb2amu:

1. MpuBSAXKM K cHETY MOBUNBHbBIN TenedoH. ITO camblit yA06HbIN 1 BbICTPbIN
cnocob BOCCTAaHOBMTb AOCTYN K cyeTy. lMpuBsA3aHHbIN TenedoH NOMOMKET, ecau
3abygewb CBOW nNAaTeXHbld Maposb WAWM 3alfelb Ha CalT C He3HAKoOMOro
YCTPOICTBA;

2. WUcnonb3yih ogHopasoBble naposau. locne nepexoga Ha YCUNEHHYHO
aBTopusaumio Tebe yxe He ByaeT yrpoaTb OMACHOCTb Kpaxku UM nepexsaTa
naaTeXKHOro Napons;

3. Bbibepu cnoxHbIM Naponb. MpecTynHMKam OyaeT He NPoOCTO yragaTtb
CNOXKHbIA Naponb. HagerKHble Mapoan - 3TO MapoaMu, KOTOPblE COAEp)KaT He
MeHee 8 3HAaKOB M BKAKOYAIOT B cebA CTPOYHblE U MponuUcHble ByKBbl, UMdpbl U
HECKO/IbKO CUMBOJI0B, TaKMe KaK 3HaK Aonnapa, GyHTa, BOCKANLATENbHbIN 3HAK U
1.n. Hanpumep, StRONng!;;

4. He BBOAM CBOM /INYHbIE AAHHbIE HA canTax, KOTOpPbIM HE AoBepAeLlb.



S/IEKTPOHHAA NOYTA

DNEeKTPOHHasA MoYTa - 3TO TEXHOJIOTUA U NPeAOoCTaBASEMbIe €l YCAYTU No
nepecblfIKe U NOJIYYEHUIO 3NIEKTPOHHbIX COOBLLEHUI, KOTOPbIE PAacNpPeaenstoTcs B
KOMMbloTepHOW ceT. OBbIYHO 3NIEKTPOHHbLIM MOYTOBLIA  AWMK  BbIFIAANUT
cnegyowmm 0bpasom: MMA_No/b30BaTENA@UMA_AOMeHa. TaKkkKe Kpome
nepeaayun NPoCcToro TEKCTa, UMEETC BO3MOXKHOCTb NepesaBaTtb Gpalibl.

OcHoeHble coeembl no besonacHoli pabome c 3neKMpoHHoii noymoli:

1. Hapgo BblbGpaTb MNpaBW/IbHbIN MOYTOBbLIA cepBUC. B MHTepHeTe ecTb
OFPOMHbIN BbIOOP GecniaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Jydlle A0BEpPATb
TEeM, KOro 3Haellb M1 KTO NepBbi B PENTUHTE;

2. He yKasblBai B IMYHOM NoyTe ANYHY0 MHGopmaumto. Hanpumep, nyywe
BbIOpaTb "My3blKanbHbi_dpaHaT@" nam "pok2013" emecto "Temal3l";

3. WUcnonb3yir AByx3TanHyl aBTOpu3aumio. ITO KOraa NOMMMO MaposiA
HY*KHO BBOAWUTb KOA, NPUCbIaeMbIn No SMS;

4. Bblbepw CNOXKHbIN Naponb. a0 KaxKA0ro NoYTOBOrO ALLMKA A0/KEH ObITb
CBOM HaAeXHbIN, YCTOMYMBBIN K B3/IOMY NapO/ib;

5. EciM ecTb BO3MOMKHOCTb HanmMcaTb CamMOMY CBOM JIMYHbIA BOMPOC,
MCNO/b3Yi 3TY BO3MOMKHOCTb;

6. Wcnonb3yih HECKONIbKO MNOYTOBbIX SALWMKOB. [lepBblit ANnA YaCTHOM
nepennckn ¢ agpecatamu, KOTOPbIM Tbl fOBepsAellb. ITO 3N1EKTPOHHbIA afpec He
HaZo MCMNo/b30BaTb NPU PerncTpaumm Ha bopymax u caiTax;

7. He oTKpbiBali ¢annbl U Apyrve BAOXKEHUA B NMUCbMaXx, Oa*Ke eC/M OHU
NPULWAN OT TBOUX Apy3ei. Jlydlle YyTOYHW Yy HUX, OTNPABAAAM AN OHWU Tebe 3Tu
daiinbl;

8. lMocne oKoHyaHMA paboTbl Ha MOYTOBOM CepBMCE Mepes 3akpbiTem
BK/J1aZKW C caiTom He 3abyapb HaxKaTb Ha "BbinTn".

KI'b MOY «YccypuICKMiA arponpOMBbILLIEHHBIN KONeAXK

KUBEPBYNNJTUHI U BUPTYAJIbHOE U3AEBATE/IbCTBO

KnbepbynnuHr - npecnegoBaHuMe  COOBLEHUAMM,  COAEPHALLMMM
ocKkopbneHus, arpeccuio, 3anyrusaHue; XY/IUFaHCTBO; coumanbHoe
60MKOTUPOBaAHWNE C MOMOLLBIO PA3/INYHbBIX MHTEPHET-CEPBUCOB.

OcHogHble cosembl o bopbbe ¢ kubepbynnuHaom:

1. He 6pocaiica B 601. Jlydlwunin cnocob: NocoBeToBaTbCA KaK cebsa BecTu u,
€C/N HEeT TOro, K KOMY MOHO 06paTUTbCA, TO BHayase ycnoKoutbes. Ecaun Tol
HayHelWb OTBeYaTb OCKOPO/IEHUAMU Ha OCKOpbaeHMA, TO TONbKO elle bosblue
pa3oXKKellb KOHPANKT;

2. Ynpasnan cBoei Knbeppenyrauuei;

3. AHOHMMHOCTb B CeTM MHUMas. CyLLecTBYHOT Cnocobbl BbISICHUTb, KTO
CTOMT 32 aHOHMMHbIM aKKayHTOM;

4. He cToWUT BECTM Xy/AWUraHCKMIA 06pa3 BUPTYaNbHOM KU3HU. WHTEpHeT
OUKCUpYeT Bce TBOM AOEWCTBUA W COXpPaHAET WX. YAanuTb uX byaeT KpaiHe
3aTpyAHUTENbHO;

5. Cobntogali CBOKO BMPTYaNbHYH YECTb CMOIOAY;

6. WrHopupyih epuHuUYHbIM HeratuB. OpHopasoBble OCKOpPbUTENbHble
coobuieHns nydwe urHopmposatb. OObIMHO arpeccuss nNpeKkpawaeTca Ha
Hava/ibHOM cTagmu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBeHHbIMU cOOBLLEHMAMW, B
COUMANbHbIX CeTAX €eCTb BO3MOMKHOCTb OJIOKMPOBKWU OTMPaBKU COOBLLEHUI C
onpeAeneHHbIX aapecos;

8. Ecan Tbl cBMAeTeNb KMbepbynnuHra. TBou AeNcTBUA: BbICTYNUTb NPOTUB
npecnenoBatena, MokasaTb €My, YTO ero AenCTBMS OLEHMBAIOTCA HEraTMBHO,
NOAAEPMKATb KEepTBY, KOTOPOM HY)KHA MNCUXOJ0rMYEcKas MOoMOLb, COOBWUTbL
B3POC/IbIM O HaKTe arpeccMBHOrO NOBEAEHUS B CETU.



MOBW/IbHbIA TENE®OH

CoBpeMeHHble CMapToOHbl M MNaHWeTbl cogepskaT B cebe BMNoAHe
B3POCAbIN GYHKUMOHAN, U TENepb OHU MOTYT KOHKYPMPOBATb CO CTaLUMOHAPHbIMM
KomnbloTepamu. O4HAKO, CPeACTB 3aLnTbl AN NOoA0OHbIX YCTPOMCTB NOKa OYEeHb
Mano. TecTMpOBaHWE W MOMUCK YA3BMMOCTENW B HUX MPOUCXOAMT He TaK
WMHTEHCUBHO, Kak gna MK, To ke camoe KacaeTcs U MOBUAbHbIX MPUIOKEHWIA.

CoBpemeHHble MObBUNbHble bBpay3epbl yXKe NPaKTUYECKU  AO0rHaAu
HACTO/IbHble aHa/IorN, OAHAKO paclwupeHuMe ¢yHKUMOHaNa BneyeT 3a cobol
601bLUIYI0 CNOXHOCTb U MEHbLLYIO 3aLUNLLEHHOCTb.

[Janeko He Bce npousBoAUTENN BblMyCKalOT O6HOBI'IeHMF|, 3aKpbiBakouwue
KPUTUYECKNE yasBMMOCTU ONA CBOUX yCTpOl\/‘ICTB.

OcHoeHble cosembl 0118 6e3onacHocmu mobunbHO20 menedoHa:

Huuero He aBnseTca no-HacToAwemy becnnaTHbIM. byab OCTOPOXKEH, BeAb
Korga Tebe npeanaratoT 6ecnnaTtHbIM KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-
TO NNaTHble yCAyru;

[ymaii, npexae yem otnpasuntb SMS, ¢oTo nan Buaeo. Tbl TOYHO 3HaELb,
rae oHu 6yayT B KOHEYHOM UTore?

Heob6x0aMmo 06HOBAATL ONEPALMOHHYIO CUCTEMY TBOETro CMapTdOHa;
Mcnonb3yii aHTUBMPYCHbIE MPOrpaMmbl AN MOBUIbHbIX TeNepOHOB;

He 3arpyail NpuUNOKEHUA OT HEM3BECTHOIO WMCTOYHMKA, BeAb OHW MOTryT
coAepsKaTb BPeAOHOCHOE NporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BbliAeLWb C caliTa, r4e BBOAMA JNYHYIO MHbOPMaLMIO,
3aMamM B HacTPOMKK bpaysepa u yaanu cookies;

Mepuoanyecku NpoBepsid, Kakme naaTHble YCAYrM akTUBMPOBaHbI Ha TBOEM
HoMepe;

[aBai cBoii HoMep mMobunbHoro TesnedoHa TOMbKO AOAAM, KOTOPbIX Tbl
3Haelb M KoMy JOBepseLlb;

Bluetooth ponxeH 6biTb BbIKAOYEH, KOr4a Thl MM He MoJsb3yewbca. He
3ab6bIBait MHOrA4a NPOBEPATH 3TO.

KI'b MOY «YccypuICKMiA arponpOMBbILLIEHHBIN KONeAXK

ONLINE UrPbI

COBpeMeHHbIe OHﬂaﬁH-Mprl - 3TO0 KpacCo4Hble, 3axeaTbiBatouwine
pa3BsievyeHuA, O6'be,D,MHF|I-OLLI,M€ COTHWM TbIiCAY 4Ye/sI0OBEK MO BCEMY MUPY. MI’pOI-(VI
ncenenyroT ,D,aHHbIﬁ nm mMump, 06LI.I,aPOTCF| Apyr ¢ gpyrom, BbINOMHAKT 3a4adHUA,
CpaxXarTCA C MOHCTPaMM U NOSIy4akoT OnNbIT. 3a yA0BO/bCTBNE OHWU NANATAT:
NOKyNakoT AUCK, ON1a4nBaloT aboHeMeHT uau npmo6peTar0T Kakue-To onuunn.

Bce 3TV cpeactBa MAYT Ha nogaep)kaHue U PasBUTME WUMPbl, a TaKKe Ha
camy 6e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLMW, BbiMycKaloTcA
HoBble naTun (LMdpoBble 3annaTku ANa NPOrpamm), 3aKpbiBalOTCA YA3BMMOCTU
cepBepos.

B nosobHbIX Wrpax CTOMT OMacaTbCA He CTO/IbKO CBOWMX COMEPHUKOB,
CKOJIbKO KpaKuM TBOEro Mapo/isfi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPM3aLMK
60NbWINHCTBA UTp.

OcHogHble cosembl o 6e3onacHocmu meoez0 uepoeo0co aKkkayHma:

1. Ecnun apyroit Urpok BegeT cebs Naoxo Uamn cosgaeT Tebe HeNpPUATHOCTH,
3a6710KNPYIA €ro B CNUCKE UTPOKOB;

2. I'Iomanyﬁca AAMUHUCTPATOPaM Urpbl Ha MJ10xoe noseaeHMe 3TOro
UIPOKa, XKenatesibHO NPUN0KNUTb KaKMe-TO A0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKasbiBali INYHYIO MHPOpPMaLLMIO B Npodaiisie urpsbl;
4. YBaxal A4pyrnx y4acTHUKOB MO UIpE;

5. He ycTaHaBAuMBall HeoduLuManbHble NAaTYM U MOAbI;

6. Mcnob3yi CNOXKHbIE W pasHble NAPOAW;

7. [laxke BO BpeMsA Urpbl He CTOUT OTK/OYaTb aHTUBMPYC. MOKa Tbl Urpaellb,
TBOW KOMMbIOTEP MOTYT 3aPa3uTb.



OULLUHT NN KPAXKA JIMYHbLIX AAHHBIX

O6bIYHON Kpaskel AeHer U AOKYMEHTOB CEroAHa yXe HUKOro He yAMBULLb,
HO C pPasBUTMEM WHTEPHET-TEXHONOMMIA 3/10YMbILUJIEHHUKN MNepeMecTuaInCb B
WHTEPHET, M NPOAO/IKAIOT 3aHMMaTbCA "NtobumbIM" genom.

Tak nosBWMAacb HOBas Yrpos3a: WHTEPHET-MOLUEHHWYECTBA WAU GULLKHT,
rNaBHas UMb KOTOPOro COCTOUT B MOAYYEHUM KOHPUAEHUMANbHbLIX AAHHbIX
nonb3oBaTenen - OTMHOB M naponeit. Ha aHramMnckom aseike phishing unMTaetcs
Kak duwmHr (ot fishing - pbibHan noBas, password - naponb).

OcHoeHble cosembli no 6opbbe ¢ puwuHzom:

1. Cneam 3a cBOMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa
bbina B3/OMaHa, TO HeobxoaMmo 3abn0OKMpoBaTb ee U cooblmTb
agMUHUCTpaTopam pecypca 06 aSTOM Kak MOXKHO CKOpeeE;

2. Mcnonb3yi 6e3onacHble Beb-caliTbl, B TOM YMC/IE, MHTEPHET-MarasmHoB U
NMOMCKOBbIX CUCTEM;

3. Ucnonb3yi cnoxkHble M pasHble napoau. Takum obpasom, eciu Tebs
B3/I0MAlOT, TO 3/I0YMbIWAEHHUKM MNOAYYaT AOCTYN TOJbKO K OAHOMY TBOEMY
npoduto B CETH, a HE KO BCEM;

4. Ecnn Teba B3nOManM, TO HeobXoouMO NpeaynpeanTb BCEeX CBOWX
3HAKOMbIX, KOTopble AobaB/eHbl y TebsA B 4pYy3bAX, O TOM, YTO Teba B3OMann U,
BO3MOKHO, OT TBOEro MMeHU ByAeT paccblIaTbCA CNam U CCbIIKM Ha GULIMHIOBbIE
CalThbl;

5. YcTtaHoBM HageHbii naponb (PIN) Ha MobUAbHBIN TenedoH;
6. OTKNOUM coxpaHeHMe napona B 6paysepe;

7. He oTKpbiBali ¢ainbl U Apyrue BAOMKEHWUA B MUCbMax, OAaXKe ec/iv OHM
NPULWAM OT TBOUX Apy3ei. Jlydle YyTOYHWU Yy HUX, OTMNPaBAAAU M OHU Tebe 3Tu
dainnbl.

KI'b MOY «YccypuICKMiA arponpOMBbILLIEHHBIN KONeAXK

LUUPPOBAA PENYTALMA

Undposan penytaums - 3To HeraTMBHAA MAW NO3UTUBHAA MHPOpMauma B
cetn o Tebe. Komnpometupytowasa MHPoOpMauma, pasmelleHHas B MHTepHeTe,
MOXKET cepbe3HbiM 06pPa3oM OTPa3UTLCA HA TBOEW peanbHOM Xu3HU. "LUndposas
penyTauusa" - aTo TBOM UMUAK, KOTOPbIN dopmupyeTca U3 MHPopmMaLumm o Tebe B
WHTEpHeTe.

TBOE MeCcTo JKUTenbcTBa, y4ebbl, TBOe QUHAHCOBOE MO/ONKEHME,
0CObEeHHOCTM XapaKTepa U paccKkasbl 0 6/1M3KMX - BCE 3TO HaKaMn/IMBaeTCcs B CETU.

MHorne nOAPOCTKN NIEFKOMbBICIEHHO OTHOCATCA K Nyb6AMKauuMm AUYHOM
nHbopmauum B MHTepHeTe, HE MOHUMAA BO3MOXHbIX NOCNeACTBUIA. Tbl faXKe He
CMOXellb A0rafaTbCa 0 TOm, 4To doTorpadusa, pasmelLeHHaa 5 neT Hasag, cTana
NPUYNHOM OTKa3a NPUHATb TebA Ha paboTy.

KommeHTapun, pasmelleHne Tsoux ¢otorpadpuii u gpyrme Aencrema moryTt
He MCYEe3HYTb AaxKe Noc/e TOro, Kak Tbl UX yAanulb. Tbl HE 3HAELWb, KTO COXPaHUA
3Ty MHPOPMaLMIO, NoMana M OHa B MOUCKOBbIE CUCTEMbI U COXPaHMIACh U OHa,
a rNlaBHOE: YTO NOAYMALOT O Tebe OKpyrKalLiMe Noaun, KOTopble HanayT U yBUAAT
3T0. HantM nHbopmaLmio MHOFo SIeT CNycTa CMOMKeT Ntobon - Kak u3 gobpbix
NobyXAeHUN, TaK U C HamMepeHWemM MNPUYUHUTL Bped. ITO MOMKEeT bbiTb KTO
yrogHo.

OcHoeHble cosemesl 110 3aujume yugposoii penymayuu:

1. Mogymaii, npexae yem 4to-TO Nyb6AMKOBaTb U MepenaBaTb y cebs B
6510re UM B couManbHOM ceTu;

2. B HacTpolikax npoduns yCcTaHOBM OFpaHMYEHUA Ha NPOCMOTP TBOEro
nNpoduAsa 1 ero coaepXMMoro, caenan ero Tonbko "ansa apysen'”;

3. He pa3smelait n He yKasbiBaii MHGOPMaLMIO, KOTOpPasa MOXKET Koro-nnbo
0CKOpP6/1ATb MM 06MIKaTb.



ABTOPCKOE NMPABO

CoBpeMEHHbIE  WKONbHUKM - aKTMBHble MNoJib30BaTeNM  LMGPOBOro
npocTtpaHctBa. OgHAKO [aNeKko He BCe 3HAloT, YTO M0/Ib30BAHWME MHOTMMMMU
BO3MOXHOCTAMMU  uMbpoBoro mupa Tpebyer cobnogeHus npaB  Ha
WHTENNIEKTYaIbHYIO0 COBCTBEHHOCTD.

TepMUH "MHTENNEKTyasbHaa COBCTBEHHOCTL" OTHOCUTCS K Pas/IMYyHbIM
TBOPEHUAM YEeNOBEYECKOTO YMa, HAuMHas C HOBbIX M306peTeHMi M 3HAKOB,
0603HaYaloWMX COBCTBEHHOCTb Ha MPOAYKTbl U YCAYTU, WU 3aKaHYMBAA KHUIAMK,
doTorpadmsamm, KWHOPUAbMaAMU U My3blKasibHbIMWU MPON3BEAEHUAMM.

ABTOPCKME npaBa - 3TO MpaBa Ha MHTENNEKTyaslbHYl0 COBCTBEHHOCTb Ha
NPOM3BEAEHUA HAYKU, IUTEPATYPbl U UCKyCCTBAa. ABTOPCKME MpaBa BbICTYMNaloT B
KayecTBe rapaHTMM TOro, YTO WMHTE/IEKTYaNbHbI/TBOPUYECKMIA TPya aBTOpa He
6yaeT HampacHbIM, AacT emy CrnpasBeanuBble BO3MOMHOCTM 3apaboTaTb Ha
pesynbTaTax CBOEro Tpyda, NOAy4MTb M3BECTHOCTb M Mpu3HaHue. HukTo 6e3
paspeleHMs aBToOpa He MOMeT BOCMPOM3BOAUTL €ro  npousBedeHue,
pacnpoctpaHatb, Ny6AMYHO AEeMOHCTPUPOBaTb, NpPOAaBaTb, MMMNOPTMPOBATH,
MycKaTb B MPOKaT, Ny6/AMYHO MCMONHATb, MOKa3biBaTb/UCNONHATL B 3duUpe Uan
pasmeluaTb B MHTepHeTe.

Ucnonb3oBaHMe "nupatckoro" nporpaMmMHOro obecneyeHus  MOXKeT
NPMBECTM K MHOIMM pPUCKaM: OT MOTEPU JAaHHbIX K TBOMM aKKayHTam Ao
6/I0KMPOBKM TBOETO YCTPOMCTBA, rA4e YCTAHOBNEHA HeserasbHas nporpamma. He
CTOUT TaK)Ke 3abbiBaTb, YTO CYLLECTBYIOT JierajibHble U HecniaTHble NPOrpammbl,
KOTOpble MOXKHO HalTK B CETU.

KI'b MOY «YccypuICKMiA arponpOMBbILLIEHHBIN KONeAXK

O NOPTAJE

CeTeBMYOK.p® - TBOI FNAaBHbIN COBETYMK B CETU. 34ECH Tbl MOXKELb Y3HATb O
6€e30MacHOCTM B CETM MOHATHLIM M AOCTYNHbIM A3bIKOM, @ NMPU BO3HUKHOBEHMUMU
KPUTUYECKOM CUTyaumMM obpaTUTbCA 3a COBETOM. A TaKMKe NPUHATb yyacTue B
KOHKYpCax U CTaTb CaMbiM LMPPOBbIM rparkaaHuHoMm!



